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1. CyberArk Integration Overview

The CyberArk Privileged Access Solution is integrated with Cross Identity helps to
provides a Centralized view of both regular user access and Privilege user access, access
request for Privileged Access, multi- level approval, Access Review for Privileged access
and Compliance reports. It also provides the centralized management for all Identities,
CyberArk accounts and groups to ensure it aligns with organizations regulatory

compliance.

2. CyberArk Integration Benefits

e Complete visibility of all privileged and non-privileged accesses with a centralized

view.

Streamline Privileged access provisioning based on user’s role or based on
Access Request with multi- level Approval.

Reviewers can review for all privileged user’s access and verify certified users
have the right access to the right safes to access target application.

Helps to close security gaps, reduce risk, and eliminate redundant

processes related to managing privileged access.

e Automatically enforce user access policies and identify violations on Privilege Access.

3. CyberArk Integration Architecture

Cross Identity - CyberArk Integration
Architecture

Cross Identity . CyberArk I|:|teg_rated
Solution CyberArk and Integration PAM Applications
Server
Cross Identity CyberArk SCIM CyberArk Vault
Cl Users " RSetr'\;ePrI <> (Safes, rights,
CyberArk Accounts (Rest APls) groups)
CyberArk Groups
CyberArk Privilege

CyberArk Component Server
Cross Identity
Features Private Ark Client
PVWA - Password Vault Web Access
PSM - Privileged Session Manager
CPM - Central Password Manager

Account Lifecycle
Management
Access Request
Access Certification/
Review

4. CyberArk Integration Use Cases

e CyberArk Account can be created from Cross Identity via Access Request or Role

based provisioning.

e Assign additional Groups to CyberArk Account via Access Request and multi-

level Approval.
e Collect all Accounts from CyberArk via Cross Identity reconciliation.

e Collect all Privileged Groups and CyberArk Account to Group mapping from

CyberArk via Cross ldentity reconciliation.

e Cross Identity Access Review for all privileged User’s access in CyberArk.

e Suspend or Remove CyberArk Account\Accesses via Access Review.

Active Directory
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e Automatically delete or disable CyberArk account immediately after user

termination.

e Generate Compliance reports for users and their access in CyberArk.

5. Prerequisites

1. Configure CID communication agent.
2. Deploy CyberArk connector on the agent server.
3. Deploy the personal information certificate from CyberArk on agent server.

6. CyberArk Integration Configuration

1. Loginto Cl as admin.
2. Go to Applications tab from the menu. Onboard IGA application CyberArk.

N
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default/admin/apps#
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3. Configure CyberArk application as below:
a. Application configuration: Update CyberArk URL, admin username, password,

<« @ @ % ci-piam.crossidentityqa.com/ClDSaas/default/admin/appcig?id=3209
28 " SonicWall Network, @ Privacy error @ Adobe Acrobat
= Cyberarknew
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Dashboard

General Tab

‘Agplication Canfiguration

Accounts

Reconcliation

G @ W im3

[ All Bookmarks

| Application Configuration

Connectar war Name

b. Application Account Attributes: Map application attributes to cross identity

attributes.
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€ C @ % ci-piam.crossidentityqa.com/ClDSaas/default/admin/appcfg?id

88 € SonicWall Network @ Privacy eror @ Adobe Acrobat

Cyberarknew
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[ All Bookmarks

Dashboard | Application Account Attributes
General Tab

Application Configuration » ¢ Attribute "
—_— | Fmtrame

Identities Application Account Attributes
Application Authorization

Identity Source:

User Name:
Accounts
WWorkfiows

— mable
Entitlements
Application Attributes

Advanced
Reconciliation Status

Schedule Provisioning

Personalization

c. Application Authorization
< C @ 25 ci-piam.crossidentityqa.com/CIDSaas/default/admin/appcfg?id=3209
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Accounts
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Entitiemants
hpplication Attributes
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Schedule Provisioning

d. Accounts Display attributes
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Cyberarknew usemame
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General Tab

Application Configuration
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Application Account Attributes

Application Authorization

Search: ‘
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e. Reconciliation

€« C @ % ci-piam.crossidentityqa.com/CIDSaas/default/admin/appcfg?id=3209 aQ u ] (4]
28 © SonicWall Network. @ Privacy eror @ Adobe Acrobat [ All Bookmark
arshyas

Cyberarknew /o

Dashbosrd | Reconciliation
General Tab
Application Configuration

Application Account Attributes

Application Authorization

Accounts

Reconciliation

Entitlements

Application Attributes

Reconciliation Status

Schedule Provisioning

f. Entitlement Definition
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Entitlement Name
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General Tab

Applicaton Configuration
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for yberark

Attribute Name  Attribute Display Name  Mapped Attribute  Marked for display?

grovphlame User Name tue

member member User Name false

7. Steps to perform the Reconciliation

1. From the Reconciliation tab click on Run to reconcile the Account and Entitlements from
CyberArk. We also have the option to schedule reconciliation.
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8. Access Request Module

In Cross Identity, an end-user can request Access for any application. Based on the
workflow configuration, it will go through a single level or multi-level approval process.
Once approved access will be provisioned in the target application.

Here is the process.

1. End-User should log into Cross Identity with username and password.

R % cipia com/CIDSaas

Select Language

Q

IDENTITY PLUS

ginnywe

Contact Us

2. Go to Request Access tab. There is CyberArk application for which the workflow is
configured.

] @ w Englist bens @
Request Access

plication and Entitlement  [NISIESRIN

Request Access for others

Show 10 v entries

search

# Name
@ 52.66.52173 - CentOS
650.72.70 - Win
O  Active Directory

@) Cyberark

Win Asset

3. The End User can select the access that is required. He can either request an Application
Account or an Account with Entitlement Access.

Application and Entitlements

1 want to request for:
Application Account
® Application Account with Entitlement ()

Entitlements: Selected Entitlements:

Auditors (Cyberark;

Permanent Access
Access Request For: o

Comment/Justification*

Please approve

www.crossidentity.com



http://www.crossidentity.com/

The End-User should provide the information in the comment/Justification field to justify the
request, After Completing the information, Click Submit.

The End-User can also track their requests made by selecting ‘Track Request’ from the left
side of the menu pane. In the Track Request, the end-user can check who is the Approver
and the status of the access request.

Settings Track Request

B Launchpad

Manage App
Show 10 v entries

Manage Credentials

Access Name * Requested By % Requested For ¢ Type $ Status s +
Change Password

Auditors bens bens ENTITLEMENT REVOKED m
Request Access
Track Request Auditors bens bens ENTITLEMENT m

PENDING

Approval Tasks Showing 1
Direct Reportees
Review Tasks v

= Fulfilment Tasks

& MyPprofile

& Delegation

Once the request is submitted. The request goes to the manager or Approver for approval as
per the Cross Identity workflow configuration.

When the manager or Approver logs in, he will be able to see access request that is pending
for his approval.

Settings Approval Tasks

.
won
I

| ] Launchpad

Pending Approvals [EEERtlGIE
Manage App
Manage Credentials

Show 10 v entries

Change Password

Request Access

Track Request #  Request for “  Access Type 4 Requested By Requested For

-

AT Tisks 0 Auditors ENTITLEMENT bens bens

wing 1to10f 1 entries Previous

bl Direct Reportees

%
2]
o

KD Review Tasks v

= Fulfillment Tasks

My Profile

The Approver can either approve or deny the request or can delegate the requests, as
shown above for Access Request Approval.
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Request ID: 4944
Requestor: bens
Requested Access: Auditors
Asset: Cyberark

Access Type: ENTITLEMENT
Access Duration(Days): 30

(® Nochange () Permanentaccess () No.of Days

uest: Fri Nov 08 07:01:57 UTC 2024

Time of req
[o! /3 from please approve

Your comments/justification:
apporved

9. Once the Approver approves the request the access will be provisioned in CyberArk.

arshiya.f

| Cyberark Entitlements - ber

Cyberark
EntitlementName  Entitlement Category ~ Cl Provisioned  Expiry Date

Auditors AD Yes 12/08/2024
B8 Applications General Tab —.,—_
i Application Configuration & import Csv m Y Fitter
lication Account Attribut
i = || o 0 v e s [ ]
Application Authorization
—_— Account Owner a Account 5
Accounts x D D Provisioned Type
T O bms  bes P ACTVE z
darly.a darty.a No PRIMARY ACTIVE o
=  remove owner Y i
Mgl hger W AR e z
Application Attributes
O hamyp  hamyp Mo PRMARY | INACTVE [ View e W emove owrer I el
Reconciliation Status
o [ hermones | o ey vcrve (T (D D
Schedule Provisioni
o || o e e w e wacre (TR G
Per n
minevam | minenam | No PRIMARY (7%a VI v ccoun [l emove Owner I e

10. You can go to CyberArk server vault >go to tools> administrative tools>users and groups.
11. You will be able to see all the users and groups of the server.

Administrator
AlMwebService
ansible
Applications
Auditor
| Auditors |
Batch
ben.s
bizdew Users/E xternal Groups
chapri Administrator
Client-user Auditor

Cyberdrk-SCIM ben.s
d:vly, a bizdew Safe Ownership. ..

darly. a
EPMAgent SCIM-user l

hagrid.r test
hany. p

hermoine.g

Itamarspp

Itamarspp2

joe.t

kapaksaml
ketan®cylentium. com
kkapadia@bloksec.com
Master

D escription: Suditors group

— LUpdate. ..

Members:
Delete

Close

|
1

Beneme |
|

]

shlokikkiokikikikikiiBkgkki
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9.

12. You can see that the User is assigned to the group.

Update Group: Auditors

General Details
ﬁﬁ Group Mame: |Auditors
Location: ||t. Browse... |
Description: |Buditors group

—

tMembers

Users/External Groups

& & Adrniristrator Add.. -

SE, Awaditor

S ben.s |
bizdew

i darly.a Remowve Al |

S SClIM-user

& test

Access Review Module

Cross Identity, the admin can configure different types of access reviews such as-
1. User Access Review — Manager as reviewer.
Application Owner Review — App Owner is the reviewer.
Entitlement Review — Manager as reviewer.
Role Review — Manager or Any authorized role can review.
The admin can configure different types of workflows for Access Review.

s ol

In this case shown below for an Entitlement Review.

1. Once the admin starts the review, Cross Identity will send email notification to all
the reviewers.

2. Once the reviewer logs in to cross identity, they will be able to see all their sub-
ordinates and their accesses.

= Review Tasks

Show 10 v entries

Campaign Name .
Canpwign ~mpelo Campaign For Campaign Duration Progress

47619 ENTITLEMENT Start Date 1 11/08/2024 - End Date : 111572024 o%

439784 ENTITLEMENT ‘Start Date : 11/06/2024 - End Date : 11032024 o%

197257 T AsSET ‘Start Date : 1107/2024 - End Date : 1118/2024 100% e

3. The reviewer has the option to revoke or retain any of the Access. Here We are
taking revoke action.
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Settings

Launchpad
Manage App
Manage Credentials
Change Password
Request Access
Track Request
i Approval Tasks

Direct Reportees

@ ReviewTasks v

Fulfillment Tasks

Pending Reviews

Revoke operation is

Type : ENTITLEMENT Start Date : TV0&/2024 - End Date : 1119/2024

arshiyaf (#

X
successful,
Username ¢ EmailID$ Review Status & Comments Action
D) bens arshiya figcrossidentity.com Completed 4
Account Name Entitlement Name & Application Name ¢ Review Status § Details Comments Action
D) darva arshiyaf@crossidentity.com Not Started

4. If he retains no action is required. If the Reviewers revokes, then the access will
be revoked in CyberArk.

11. Reports Module

Auditors
Cyberark
groupName: Auditors
member: Counts
Dashboard Auditor
bizdev
General Tab SCIM-user
test
Application Configuration Admintstrator

—————— dlya
Application Account Attributes

Application Authorization Number of users having access to this entitlement: 1
Accounts

Username: darly.a

Reconiliation

ashiyaf v

Clear Entitlements

Change Entitiement Category | & Export cs)

ftegory

PERINGTer

Application Attributes

Reconxiliation Status

Schedule Provisioning

GoOoonaaaa
BEEEBBEEA8

We can generate multiple compliance reports from Cross Identity such as reports that
shows all the users who have AD accounts in the organization and the user’s different
access. Compliance Reports can be generated, either Excel or PDF format.

The below screenshot shows the report you can generate from Cross ldentity for
Revoke Action that has been taken.

@ arshiya.f
Reports # / Reports
@ Dashboard
= Admin Activities  End User Activities [SlUIQiZWRiiill  Transactional Reports  License Reports  FreeText  Session Recording
B Assets
858 Applications Activiy: Enable browser-based time zone to generate the report
& roles
Identities
Show 10 v entries
Identity Sources
Workfiows SrNo Reviewee Reviewer Access Name Access Type Action Comments. Timestamp
ben.s arshiya.f Cyberark APPLICATION REVOKE 06/11/202412:09:16
Security
2 bens arshiya.f AuditorsCyberark ENTITLEMENT REVOKE 08/11/2024 06:19:17
B Reports 3 bens arshiya.f AuditorsCyberark ENTITLEMENT REVOKE 08/11/2024 07:10:13
Y
8 Advanced 4 centwin3 arshiyaf Administrators65.0.72.70 - Win | ENTITLEMENT REVOKE 06/117202417:07:47
5 ethan.hunt arshiya f Administrators65.0.72.70 - Win  ENTITLEMENT REVOKE 06/11/202417:08:11
@, User License
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12. Conclusion

Integrating CyberArk's Privileged Access Solution with Cross Identity offers a robust approach to
managing both privileged and non-privileged access. This integration provides comprehensive
visibility, streamlined access provisioning, and centralized management of user identities and
CyberArk accounts, ensuring alignment with regulatory compliance requirements. The solution
enables efficient access reviews, enhances security by enforcing access policies, and reduces
risks associated with privileged access management. By automating multi-level approvals and
identifying policy violations, the CyberArk and Cross Identity integration strengthens security
while simplifying privileged access management across the organization.
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